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COMMENTS OF McCAW CELLULAR COMMUNICAnONS, INC.

McCaw Cellular Communications, Inc. ("McCaw")l hereby submits its

comments in support of the joint proposals of the Mobile and Personal Communications

Division of the Telecommunications Industry Association ("TIA") and the Cellular

Telecommunications Industry Association ("CTIA") for limited modification of Section

22.919 of the Commission's Rules. 2 McCaw believes that adoption of the limited

1 McCaw is a Wholly-owned subsidiary of AT&T Corp.

2 See Joint Reply of the Mobile and Personal Communications Division of the
Telecommunications Industry Association and the Cellular Telecommunications
Industry Association, CC Dkt. No. 92-115 (filed Feb. 2, 1995) ("TIA/CTIA Joint
Reply"). These comments are being submitted pursuant to the Commission's Order,
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revisions set forth by TIA and CTIA will retain critical safeguards against fraudulent

cellular usage while seeking to accommodate legitimate needs for alteration of cellular

telephone electronic serial numbers ("ESNs").

McCaw viewed adoption of new Section 22.919, which embodies previously

established Commission policy and practice, as an essential step in combatting cellular

fraud. McCaw accordingly opposed efforts to modify or undercut this rule in the

petitions for reconsideration of the Part 22 Rewrite Order. 3 McCaw did observe,

however, that the Commission could resolve any uncertainties by "clarify[ing] that

2(•.•continued)
DA 95-402 (Mar. 2, 1995) ("Extension Order") in connection with the petitions for
reconsideration of the Report and Order in the above-captioned proceeding, 9 FCC Red
6513 (1994) ("Part 22 Rewrite Order"). McCaw understands that no additional
submission, as contemplated by the Extension Order, was made by TIA and CTIA, and
thus only proposals contained in the TIA/CTIA Joint Reply are the subject of these
comments. See Extension Order, , 4.

3 See Comments of McCaw Cellular Communications, Inc. on Petitions for
Reconsideration and Clarification, CC Dkt. No. 92-115, at 4-16 (filed Jan. 20, 1995)
("McCaw Reconsideration Comments"); Celltek Corporation Petition for
Reconsideration to Proposed Changes to FAR 22.919; Cellular Paging Systems, Inc.
Petition for Reconsideration; Petition for Reconsideration of C-Two-Plus Technology,
Inc.; Petition for Reconsideration of The Ericsson Corporation; zachary Len Gibson
Petition for Reconsideration; Edwin G. Jones Petition for Reconsideration; MTC
Communications Petition for Reconsideration; Sound & Cell Petition for
Reconsideration to Proposed Changes to FAR 22.919; M.C. Stephan Petition for
Reconsideration; the Mobile and Personal Communications 800 Section of the
Telecommunications Industry Association Petition for Clarification and
Reconsideration.
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software and firmware upgrades to phones that are not associated with the ESN are

permitted. "4

TIA and CTIA have suggested modifications to Section 22.919 that would:

(a) require that cellular mobile equipment receiving Type
Acceptance approval after July 1, 1995 comply with industry
authentication standards, and (b) allow manufacturers to transfer
ESNs in connection with normal repair and service upgrade
activities provided that (i) the unit's original factory-set ESN is
utilized at all times to uniquely identify the unit, and (ii) if the
unit has been activated for service on a carrier's system, any
transfer of an ESN assigned to that unit must take place at a
location owned and operated by the unit's manufacturer.s

With respect to authentication procedures, McCaw continues to agree that such

protocols in fact eventually will play an important role in controlling cellular fraud. 6

McCaw accordingly concurs in the recommendation that all cellular mobile transmitters

receiving type acceptance approval after July 1, 1995, be required to comply with

industry standards regarding authentication. At the same time, authentication alone is

not an adequate substitute for the limitations on ESN manipulation embodied in Section

22.919 -- which the TIA and CTIA joint proposal appears to recognize. This is the

case because some systems may lack the capabilities necessary to deploy the

authentication activities described by TIA and CTIA well into the future.

4 McCaw Reconsideration Comments at 15.

S TIA/CTIA Joint Reply at 4 (italics in original; footnote omitted). TIA and
CTIA contemplate that the manufacturer rights would extend to a manufacturer's
commonly owned and controlled affiliates. Id. at 4 n.9.

6 See McCaw Reconsideration Comments at 15.
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McCaw also does not oppose the revisions to the rule intended to permit

"manufacturers to undertake certain unit repair and upgrade activities without

compromising the effectiveness of the FCC's anti-fraud rules."7 The Commission

should ensure, however, that any exceptions to the general prohibitions contained in

Section 22.919 on ESN alteration, transfer, removal, or manipulation must be both

carefully crafted and strictly enforced. As the Commission is well aware, as soon as

one loophole is closed, perpetrators of cellular and other telecommunications fraud find

another means to pursue their illicit activities. The Commission must ensure that any

revised rule section concerning ESNs does not somehow, regardless of the intentions of

TIA and CTIA, open the door for fraudulent use of cellular phone service.

For the reasons stated above and in its earlier comments on the reconsideration

petitions, McCaw supports limited modification to Section 22.919 of the Commission's

Rules as suggested by TIA and CTIA, but also urges the Commission otherwise to

7 TIA/CTIA Joint Reply at 7. For example, the United States District Court for
the Southern District of Texas recently issued a preliminary injunction (a copy of which
is attached) determining that emulation violates the Commission's policies and enjoining
the defendants from emulating the ESNs of cellular telephones where Houston Cellular
Telephone Company is the carrier.
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maintain the limitations on ESN manipulation due to their importance in Commission

and industry efforts to combat cellular fraud.

Respectfully submitted,

McCAW CELLULAR
COMMUNICAnONS, INC.

April 3, 1995

By: ~a.
Cathleen A. Massey
Vice President - External Affairs
McCAW CELLULAR
COMMUNICATIONS, INC.
1150 Connecticut Ave., N.W.
4th Floor
Washington D.C. 20036
(202) 223-9222
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CERTIFICATE OF SERVICE

I, Robin Walker, hereby certify that I have caused a copy of the foregoing
Comments of McCaw Cellular Communications, Inc. to be served this 3rd day of
April 1995, by frrst class mail, postage prepaid, to the persons set forth below.

Michael F. Altschul, Esq.
Randall S. Coleman
Andrea D. Williams, Esq.
Cellular Telecommunications

Industry Assocation
1250 Connecticut Ave., N.W.
Suite 200
Washington, D.C. 20036

Grier C. Raclin, Esq.
Anne M. Stamper, Esq.
Gardner, Carton & Douglas
1301 K Street, N.W.
Suite 900, East Tower
Washington, D.C. 20005

v£J2M&~.W~
Robin Walker


